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Abstract. Manufacturing companies require efficient maintenance practices in 
order to improve business performance, ensure equipment availability and reduce 
process downtime. With the advent of new technology, manufacturing processes 
are evolving from the traditional ways into digitalized manufacturing. This trans-
formation enables systems and machines to be connected in complex networks 
as a collaborative community through the industrial internet of things (IIoT) and 
cyber-physical system (CPS). Hence, advanced maintenance strategies should be 
developed in order to ensure the successful implementation of Industry 4.0, 
which aims to transform traditional product-oriented systems into product-ser-
vice systems (PSS). Today, machines and systems are expected to gain self-
awareness and self-predictiveness in order to provide management with more in-
sight on the status of the factory. In this regards, real-time monitoring along with 
the application of advanced machine learning algorithms based on historical data 
will enable systems to understand the current operating conditions, predict the 
remaining useful life and detect anomalies in the process. This paper discusses 
the necessity of predictive maintenance to achieve a sustainable and service-ori-
ented manufacturing system and provides a methodology to be followed for im-
plementing proactive maintenance in the context of Industry 4.0. 
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1 Introduction 

Maintenance plans and policies are one of the most important decisions for all pro-
duction and manufacturing processes. Companies have been implementing different 
maintenance activities and strategies in order to improve their overall performance in 
terms of production costs, wastes, flexibility, time and reliability.  

The traditional ways of maintenance have evolved over time with the introduction 
of new technologies. The earliest maintenance activities are known as reactive mainte-
nance activities where the management or workers deal with problems only when they 
occur. With the development to a higher maturity level, companies switch to preventive 
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maintenance where frequent visualization by team members are scheduled and routine 
inspections of the system are essential to prevent the failure of equipment. 

With the introduction of electronics and the widespread use of sensors and proces-
sors, many companies are able to adopt a higher level of maturity in maintenance by 
using rule-based predictive maintenance strategies. In rule-based maintenance, sensors 
are installed in some areas to measure specific parameters. A condition or a rule is 
coded to the sensor so that the system can send an alert to notify the management of the 
present status if the monitored parameters reach a predefined point. 

However, with today’s new technologies and the concept of a smart factory for In-
dustry 4.0, maintenance is expected to reach much higher dimensions in terms of both 
maturity and efficiency. The main concept behind maintenance in Industry 4.0 is the 
ability to make use of historical and live data and the ability to make predictions of 
future states of processes. Besides, data visualization, digital twins, and augmented re-
ality are also new technologies and concepts that provide companies with highly ad-
vanced efficient systems in maintenance and other activities in a production process. 

The rest of the paper is organized as follows. Section 2 defines the concept and ena-
bling technologies of industry 4.0. Section 3 discusses the benefits and the structure 
needed for predictive maintenance. Section 4 presents an approach for adaptive learning 
and predictive maintenance. Section 5 concludes the paper. 

2 Industry 4.0: Enabling technologies 

Industry 4.0 refers to the fourth industrial revolution with the introduction of big 
data, internet of things (IoT) and cyber-physical system (CPS). Today, many companies 
are competing to apply industry 4.0 methodologies in order to enhance their business 
performance. Companies and manufacturers are investing significantly in building up 
global networks to connect their machinery, factories and facilities in order to enable 
efficient communication and application of CPS. 

The industrial internet of things (IIoT) in industry 4.0 has become attractive to many 
businesses due to the reduction in costs of computations, storage and network systems 
by the use of the cloud-computing model. The recent developments of an IoT frame-
work and the advancements in the sensor technologies have established an integrated 
network that tightly connects systems and humans together [1]. IIoT systems can be 
effectively used to create operational smart factories in which a higher level of effi-
ciency can be reached. IIoT objects, i.e., sensors, can be widely used to gather data in 
real-time from the field for improving the productivity through advanced automatic 
processes [2], improving the safety through a deeper knowledge of workers’ position 
[3] and reducing the equipment failure through fast event detection capabilities [4]. 

Civerchia et al. [5] describes one architecture for an IIOT system, as shown in Figure 
1. Sensors are used to measure the desired data from the environment. The Gateway is 
a node in the network, which is able to interact with the monitoring sensors and the 
mind of the system. Information is then passed wirelessly to the RCSR in the main 



control room to store data, which can be used for data analysis with advanced algo-
rithms, pattern recognition, and data visualization. Finally, the OPC server stores all the 
data for authorized client access.  

 
Figure 1: IIOT NGS-PlantOne architecture [5]. 

In IIOT systems, big data can be analyzed online via a cloud with advanced analytics 
at a very high speed, which can then be used by process engineers to obtain valuable 
information. As a result, future industry will be able to reach a high intelligence level 
by being capable of sharing this useful information across different nodes in the net-
work and reacting to different conditions and events in an optimal way through CPS. 

The concept behind CPS in Industry 4.0 is that they are intelligent systems contain-
ing embedded circuits that are connected to their environment. They do not only re-
spond to the predefined stimulus, but also are able to communicate and interact with 
the surrounding environment. CPSs are networked and are thus able to send and receive 
data from different locations. CPS allows the construction of applications that can au-
tonomously interact with environment and execute actions accordingly. Figure 2 shows 
the CPS framework for self-maintenance machines.  

 

 
 

Figure 2: CPS framework for self-aware and self-maintenance machines [1]. 
 
Finally, it is important to know that the cloud in Industry 4.0 provides everything as 

a service. Three main categories are given as follows. 
• Infrastructure as a service (IaaS): in which the hardware needed and the server 

rooms are presented as a service rather than buying it.  
• Platform as a service (PaaS): gives access to the development languages, li-

braries, APIs, etc.  



• Software as a service (SaaS): provides services by providing users with web 
server-based shared application instead of accessing a copy of the application 
hosted in a local private server. 

3 Predictive maintenance supportive structure 

Predictive maintenance in Industry 4.0 is a method that enables just-in-time (JIT) 
maintenance. It can be used to prevent failure in process or machines by analyzing the 
operational data and identifying the patterns in order to predict issues before they occur. 
Using appropriate sensor installations, various signals, i.e., vibration, pressure, etc., can 
be extracted. In addition, historical data can be harvested for further data mining [1]. 
Value fetched from efficient data mining can then be utilized to drastically reduce the 
cost of maintenance and to improve the product quality, productivity, and profitability 
of production plants [6]. 

Information gathered in real-time can not only be applied to detect anomalies and 
predict future behavior by discovering the trends and the patters but also be used for 
improving the maintenance through the enhancement of design, installation, schedul-
ing, and work procedures [7]. 

Some benefits obtained with the efficient use of predictive maintenance include: 
1) Reduced maintenance time: maintenance is only performed when necessary.  
2) Increased efficiency: unnecessary maintenance is reduced and root cause 

analysis becomes easier and automatic. 
3) Improved customer satisfaction: alerts are sent to customers to inform the 

product status and to give suggestions regarding the product health. 
4) Competitiveness: companies will gain a competitive advantage in the market 

by differentiating the products and brand. 
In order to transform a traditional production plant into a smart factory, companies 

have to prepare an appropriate structure that can achieve and sustain the goal of it. As 
a result, several basic components and tools should be invested in order to make the 
manufacturing systems become more intelligent. 

These components and tools include: 
• Sensors: should be installed in the system in order to monitor the behavior 

and encode the system performance, efficiency, and status.  
• Data-analysis tools: are needed to enable a root cause analysis 
• Analytic algorithms: should be used to enable the predictive maintenance 

and smart diagnostics 
• A communication system: is needed for the safe data storage and data trans-

fer among different machines and teams.  
• A central place for data storage: is needed, which can be either indoors or 

cloud based. 
The structure allows data to flow from the production process to the central data 

storage area where the data from different systems and devices are gathered. After-
wards, the data is sent into machine learning algorithms for extracting knowledge, fea-
tures, patterns, classes, and relations. After the data has been processed by machine 



learning algorithms, the results are sent to dashboards for visualizing the system status 
and predicting the future behavior. In addition, the messages or alarms are sent to re-
spective people at the right time in order to notify an even that has happened or is about 
to happen in the production process. Data also flows in the reverse direction where the 
output of the machine learning algorithms can be used as the inputs for autonomous 
decision-makings. Figure 3 shows the predictive maintenance structure in Industry 4.0. 
It is an updated structure of the existing models, which only consider the one-way for-
ward flow of information between different levels within a company.  

 

 
Figure 3: Industry 4.0 predictive analytics structure. 

Machine learning algorithms used for predictive maintenance in Industry 4.0 vary in 
their characteristics and functions. There is not a specific algorithm type, which is ap-
plicable to all conditions. Each situation requires a specific algorithm depending on the 
characteristics, i.e., known or unknown functional form of the system, labeled or unla-
beled data, deterministic or stochastic data, etc. For instance, a good algorithm for de-
tecting the sequence behavior or time related behavior may consider the use of recurrent 
neural networks or even a combination of several algorithms, as done by Yuan et al. 
[8], in order to predict anomalies in rotating bearings behavior of a hydropower plant. 

4 Adaptive learning approach and applications 

The ability of continuous learning in real-time monitoring allows for reliable appli-
cation of intelligent maintenance systems in manufacturing companies. This requires 
CPS to use adaptive learning techniques to continuously update the knowledge base for 
data mining.  

When considering predictive maintenance and health assessment of machines or sys-
tems in real life application, the systems need to be able to adapt to new emerging 
conditions that are prone to happen rather than the traditional way of feeding the infor-
mation to the algorithms prior to operations. As shown in Figure 4, an approach to 
enable such adaptive learning is discussed by Lee et al. [1]. 

The proposed approach considers the use of unsupervised machine learning algo-
rithms, i.e., SOM or GMM, to read the input data in a certain state of the system and 
measure the difference comparing to the existing states in the knowledge base. If the 



state is measured to be close to an existing state or cluster in the system, the knowledge 
base is updated with the new data. While if no similar cluster is found, a new cluster is 
added to the knowledge base in order to account for the new behavior. 

 

 
Figure 4: Adaptive learning methodology [1]. 

 
With the increase on the complexity of machines and systems, the root cause analysis 

for undesirable events or failures becomes a very difficult task. Several factors, i.e., 
personnel related tasks and operating conditions of equipment, etc., may all be the in-
fluencing factors of certain outcomes. In this regards, one highlighted benefit of apply-
ing the predictive maintenance in industry 4.0 is the ability to discover the underlying 
patterns in the gathered data and to model the systems using the data-driven approach 
in order to provide solutions for an effective root cause analysis and an automated re-
sponse. 

Our solution suggests the manufacturing process can be continuously improved by 
using an adaptive learning predictive maintenance approach with constant updates of 
the knowledge base of the system based on detected undesirable or abnormal states, 
maintenance personnel information, and troubleshooting data. 

The first step is to gather the relevant data that is expected to have an effect on the 
system. Expert opinions are needed in order to decide which data should be included 
and how they are measured. The second step requires data cleansing and outlier removal 
for consistent analysis. In the third step, missing data is estimated by different tech-
niques, i.e., moving average. In the fourth step, detected faults are gathered and added 
to the historical data. Based on which, machine learning algorithms i.e., the Naïve 
Bayesian filter, neural networks, etc., can be used to detect how the outcome is affected 
by the change of data. These algorithms can provide helpful solutions due to their ca-
pabilities to model complex nonlinear processes with a high level of confidence. Fi-
nally, the algorithm performance should be validated before they can be applied in the 
real operations.  



Since the reaction of different personnel to different problems is also gathered and 
stored for analysis. The CPS is able to assign different problems to the right person by 
mobile or email notifications based on smart decisions. These decisions may consider 
the expertise, speed, distance as well as other factors for each individual.  

 
Figure 5: Updates of the control limits based on the real-time data (left) and the data measured 

by an ultrasonic sensor using a new approach (right).  
 

The ability to include adaptive learning in manufacturing processes using the tech-
nologies in Industry 4.0 can also result in better designing and operational procedures, 
which will further lead to a continuous improvement of the process. Figure 5 shows 
how control limits have been updated in real-time and reflects how the process variation 
have been reduced by different practices. The system can then send alerts to the relevant 
person or take autonomous decisions in order to ensure the process is operated in an 
optimal way. 

5 Conclusion 

New technologies in Industry 4.0 are paving the way for new practices and tech-
niques to be used in the maintenance operations. The proposed concept of Industry 4.0 
maintenance is characterized by the ability to derive knowledge from historical data 
and by the ability to learn from new live data in real-time. 

To successfully realize the goals of industry 4.0, equipment in a smart factory should 
possess self-awareness for current-condition evaluation and future-condition predic-
tion. Thus, the idea of proactive and predictive maintenance becomes extremely im-
portant for reducing the maintenance time and unnecessary disrupting checkups, im-
proving efficiency by increasing the asset life, enhancing working environment, and 
creating new revenue streams by supporting product-service systems [9]. 

One successful example of product-based servitization is the "Total Care" scheme 
established by Rolls-Royce [10], where a proactive maintenance strategy has enabled 
both parties to lower down the costs while increasing effectiveness. Technicians are 
able to monitor the key performance indicators in aircraft engines and use proactive 
maintenance techniques to support a continuous and sustainable value creation process.  



This research provides a framework for the implementation of predictive mainte-
nance in Industry 4.0 and describes the structure needed to support predictive mainte-
nance. Furthermore, the methodology of adaptive learning is introduced in order to en-
able the identification of the root causes and the optimization of alerting notifications. 
Last but not the least, the paper also shows how proactive learning can help manufac-
turers to optimize their performances by monitoring the process variations and updating 
control limits in order to improve the standardization in the system. 
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